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About the report
This report takes stock of Russian hybrid warfare in Europe in the context of its war of aggression against 
Ukraine. While doing so, it offers more than a catalogue of kinetic incidents attributed to Moscow; 
it focuses on the perpetrators and situates their actions within Russia’s longstanding reliance on hybrid 
warfare. This analysis highlights that many of these actors have criminal backgrounds and demonstrates 
how Russia has built its own state-driven “crime-terror nexus.” The phenomenon recalls earlier patterns 
seen in terrorist organisations such as ISIS, which recruited Europe’s criminals into violent campaigns 
under the guise of ideological redemption. This time, however, the state itself actively recruits and grooms 
socially marginalised, often Russian-speaking individuals residing in Europe to assist in state terrorism 
against European societies.

This strategy complements the “spook-gangster”7 nexus that has for years underpinned Russia’s 
governance and operationalisation of foreign policy. Since the 2022 full-scale invasion of Ukraine, this 
nexus has become even more instrumental in mitigating the economic and geopolitical consequences of 
Moscow’s aggression.

The report shows the extent to which criminality – whether through direct reliance on criminals to conduct 
attacks or through the “spook-gangster” nexus – constitutes a central pillar of Russia’s hybrid warfare. 
It opens with an overview of the phenomenon and traces Russia’s experience with hybrid tactics back 
to at least the 1920s. It then explores Moscow’s enduring use of criminality as a tool of domestic control 
and foreign policy, with particular emphasis on the post-2022 period. A brief comparative perspective 
highlights how other hostile state actors similarly integrate criminality into hybrid campaigns waged 
globally. All of these components build toward the report’s central focus: an assessment of Russia’s kinetic 
campaign as an integral part of its broader hybrid warfare, and of the actors enabling it. The final section 
provides practical recommendations to inform policies for both national authorities and EU institutions. ●

“This is the war that is happening in the shadows… we should  
speak [about] what it really is – that is state-sponsored terrorism  

that Russia and also Iran are carrying out against Europe.” 
⊲ Kaja Kallas, EU High Representative for Foreign Affairs and Security Policy, in interview for VRTnews6 
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“The risk of destabilisation becomes exponential if criminal networks 
also become proxies for hybrid threat actors. Among the many forms 

of serious and organised crime, for some there is reason to believe 
that they are intended to destabilise the functioning of the EU and its 

Member States. This intent to destabilise may focus on democratic 
processes, social coherence within societies, the sense of security or 

the rule of law. In some cases, it may also affect the financial stability 
and prosperity of the economy.”  

⊲ Europol4

This report’s findings require a reconfiguration of Europe’s security priorities. Illicit trade and IFF can no 
longer be viewed as economic or governance issues; combined with Russia’s direct sabotage and its state-
sponsored crime-terror nexus, they have become a major internal security threat to the EU and NATO. 
While their member states are currently investing more in defence capabilities, infrastructure, and broader 
"resilience"5, these resources are not necessarily directed towards internal security – the area most 
directly challenged by Russia. Experts interviewed for this project welcomed increased defence spending 
across Europe but stressed that part of these resources must also reinforce internal security—bolstering 
police, intelligence services, the judiciary, customs, financial authorities, and even emergency responders. 
All of these institutions are now under pressure from Russia’s kinetic campaign.

A further consequence of this campaign is the psychological pressure it imposes on societies, particularly 
in NATO’s eastern flank. Populations are increasingly conditioned to “blame it all on the Russians,” with 
any industrial accident, train delay, or fire suspected of being sabotage. While such perceptions are 
often inaccurate, they place additional strain on national security systems and heighten demands for 
visible action.

Finally, deterrence efforts are complicated by the uneven implementation of sanctions and border controls 
across the EU. If one member state continues issuing Schengen visas to Russian citizens, another maintains 
cross-border trade with Belarus, and a third permits the transit of Russian trains to Kaliningrad, then the 
security of the Union as a whole is undermined. What might once have appeared to be ordinary illicit trade 
now amounts to sanctions evasion and, in effect, a widening of Europe’s internal security gap. ●

Executive summary
A decade ago, the Islamic State (ISIS) pioneered the so-called “crime-terror nexus”, recruiting former 
criminals who went on to carry out violent attacks in the Levant and Europe.1 Today, a new crime-terror 
nexus has emerged in Europe – this time orchestrated by a state actor – Russia.2

Many of Russia’s new saboteurs and operatives share similar backgrounds with their ISIS-bound 
predecessors: a significant number have prior criminal records. While their operations to date have been 
less devastating, this is not for the lack of intent. Since 2022, they have attempted to bomb elements of 
Europe’s critical infrastructure, plotted assassinations against Europe’s leading industrialists, and even 
placed explosive devices on commercial aircraft. 

This report identifies 131 individuals residing in Europe and involved in such activities, of whom at least 35 
had previous criminal involvement. Most were men, aged around 30, often came from post-Soviet states, 
spoke Russian (often as their first language), and lived in precarious economic conditions.

Recruits acted locally under instructions from handlers but also travelled across borders to obscure 
attribution. Recruitment took place both online – primarily via Telegram – and offline through intermediaries, 
including family members and close associates. Kinship ties not only facilitated recruitment but, in several 
cases, also shaped group operations when relatives acted together upon the orders of their handlers.

“This report identifies 131 individuals residing in Europe 
and involved in kinetic operations of hybrid warfare,  

of whom at least 35 had previous criminal involvement.”

This recruitment process reflects techniques associated with cognitive warfare. Russian intelligence has 
deliberately targeted Russian-speaking individuals in vulnerable socio-economic situations and recruited 
them for sabotage or political violence in Europe.

The tempo of these activities intensified after March 2022, when a wave of Russian operatives was 
expelled from Europe, bringing the total number of expulsions since 2018 to over 600.3 Deprived of trained 
operatives under diplomatic cover, Moscow activated one of its fallback plans and began mobilising single-
use civilian agents to sustain its kinetic campaign as part of its hybrid warfare strategy, likely designed 
to deter and punish EU and NATO members for supporting Ukraine, while also mapping vulnerabilities 
in  anticipation of a broader conflict. Criminals, whether as direct perpetrators or as enablers, have 
particularly allowed Moscow to adapt to its diminished clandestine capacities in Europe. 

Russia’s approach also draws on lessons from its strategic partners. Both Iran and North Korea have long 
experience in outsourcing hybrid operations to criminal intermediaries. Their formalised partnerships with 
Moscow raise the prospect of shared methods or complementary operations in environments where one 
or the other lacks assets.

Beyond recruitment of single-use agents, Russia continues to leverage its entrenched relationship with 
organised crime. Officials, intelligence services, oligarchs and criminal networks cooperate to sustain illicit 
financial flows (IFF) and evade sanctions. The long-standing adage that Russian intelligence operatives and 
Russian criminals are “the same people” still applies – except now, their networks not only smuggle illicit 
goods but also provide the know-how and infrastructure for Moscow’s kinetic operations against Europe. 
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Evolution of hybrid 
warfare and crime
Hybrid warfare then and now
Throughout history, the nature of warfare has continually evolved in response to societal change, tactical 
innovation, and technological progress. Around two decades ago, analysts began identifying what they 
described as an emergence of yet another form of warfare – hybrid warfare. Initially defined in a battlefield 
context, the term captured the blending of conventional and irregular tactics by non-state actors, 
producing increasingly complex insurgencies in Afghanistan, Chechnya, Iraq, or Lebanon.8 These conflicts 
blurred the traditional boundaries between war and peace, and between combatants and civilians. William 
J. Nemeth, who first introduced the term in 2002, and Frank Hoffman, who popularised it in Western 
military circles, underscored the significance of integrating irregular methods with conventional force, 
amplified by new technologies.9 In the following years, the concept of hybrid warfare widely broadened 
to include subversive tools of political, economic, social, and informational nature in shaping conflicts.10 
This particularly concerned the ability to shape and control the conflict’s narrative by influencing domestic 
and foreign audiences, as well as the wider international community through information operations.11

Russia’s annexation of Crimea in 2014 and the war in Donbas12 further expanded the interpretation of 
hybrid warfare. Emerging literature singled out ambiguity and plausible deniability as defining features.13 
To this end, states increasingly turned to proxies, ranging from private military companies such as 
the  Wagner Group to non-governmental organisations, political parties, or pro-Russian hacktivists like 
Killnet or NoName057(16).14

Today, hybrid warfare can be understood as a way in which state or non-state actors leverage the full 
spectrum of political, diplomatic, economic, civilian, and informational instruments in a subversive ways 
to achieve strategic objectives.15 Hostilities are deliberately designed to remain below the threshold of 
open war or even to avoid attribution.16 Hybrid warfare may serve as a precursor to full-scale conflict, 
as in Russia’s operations against Ukraine before 2022 – or as stand-alone strategies with minimal or no 
conventional military involvement, as seen in Moscow’s ongoing operations against Western countries.17 
In this context, Russia’s conventional campaign in Ukraine is complemented by a parallel set of seemingly 
below-threshold activities unleashed by Russia or its agents in Europe. ●

Russia’s hybrid warfare
Over the past decade, the term hybrid warfare has become closely associated with Russia, particularly 
in relation to its actions prior to the full-scale invasion of 2022.18 Yet traces of hybrid-style tactics can be 
found much earlier in both Russian and Soviet practice. In 1924, Moscow sought to destabilise eastern 
Poland through a combination of terrorism conducted by local communist operatives and criminal groups19- 
“a  failed Soviet-backed coup d'état attempt by the Comintern and local Bolshevists.” 20 The 1939-40 
Winter War against Finland commenced with the Soviet special forces attacking Finnish infrastructure, 
while pro-Soviet “governments” were created in newly occupied territories, echoing later developments 
in  Crimea and Donbas in 2014. Similarly, the 1979 invasion of Afghanistan opened with Soviet special 
forces disguised in Afghan uniforms21.

Russia has also been on the receiving end of hybrid tactics of Chechnya – a “hybrid society a hybrid form of 
warfare emerged, which combined elements of regular and irregular warfare in a highly flexible and efficient 
way. The Chechens were successful in synthesizing elements of Western and Soviet military doctrines 
with guerrilla tactics and the sophisticated use of modern technology.” 22 One of the interviewees, András 
Rácz, noted that the United States encountered comparable challenges when countering the hybrid-style 
warfare of the Vietnamese communist rebels in the 1960s or later in its confrontations with the Taliban 
in Afghanistan. Israel likewise faced hybrid warfare in its 2006 conflict with Hezbollah.23

The aforementioned examples largely depict situations in which non-state actors waged hybrid warfare 
against more powerful adversaries – be it Russia, the United States, or Israel.24 This dynamic shifted 
in 2014, when Russia expanded the scope of hybrid warfare by deploying non-state actors to invade 
Ukrainian Donbas. It did so while employing “volunteers,” militias, bandits, proxies, and rebels25 – or the so-
called “little green men” – alongside, and eventually reinforced by, regular Russian forces.26 The result 
was a “messy conflict”27 that allowed Moscow to maintain formal deniability for a time28, despite external 
observers documenting that: “Ukraine’s ‘separatists’ [of Donbas] are a fun-house mirror of contemporary 
Russia. Bearded Cossacks in parade dress, tattooed skinhead bodybuilders, bearded philosophers, 
camouflage-wearing, beer-bellied mercenaries, priests in cassocks, Chechens.” 29 A further dimension 
distinguishing Russia’s approach was its reliance on criminals to advance it foreign policy objectives. 
This  element – criminality as a tool of hybrid warfare – forms the focus of this report, with particular 
attention to illicit trade as a channel through which Moscow threatens Europe’s security. To grasp this 
dynamic, it is necessary to first examine Russia’s domestic relationship with crime and the ways in which 
it has historically incorporated criminality into its statecraft. ●
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Russia and crime 
An old Soviet proverb captures a long-standing Russian attitude toward law and order: “[t]he law is like 
a telephone pole – you cannot jump over it but you can always go around it.” 30 Its relevance endures. 
As one member of Russian law enforcement explained: “Everybody knows we take money and drivers 
themselves give it to us. Everyone accepts this because everyone, in reality, steals just a little bit. And no 
one wants to obey the law. This is the real world [...] We just follow this social contract."31

Such attitudes, coupled with the chronic shortages of goods in the communist economic system, 
strengthened reliance on the shadow economy during the Soviet period, which by some estimates 
accounted for up to 20% of GDP.32 After the collapse of the Soviet Union, this tendency deepened into 
institutionalisation and normalisation of corruption, with state security institutions effectively privatised 
and their services available to the highest bidder.33 The collapse of the Soviet Union has been described 
as “the single most important case of the exponential growth in organised crime that we have seen 
around the world [...] Almost overnight, it provoked a chaotic scramble for riches and survival.” 34 By 1994, 
Russia was home to more than 500 criminal gangs controlling an estimated 40,000 businesses.35

This environment produced an unlikely cooperation between elements of the security services – including 
acting or former KGB officials, some of whom, like Vladimir Putin, transitioned into politics – and the expanding 
criminal underworld of St. Petersburg.36 By the early 2000s, the siloviki (i.e. figures from the power ministries) 
consolidated control over the Russian state, positioning themselves as a “new nobility”.37 In the process, 
the Mafia allegedly became “one of the branches of the Russian government” 38 or “the criminal part of 
the Russian state.” 39

This arrangement allowed the “new nobility” to declare that the “criminal wars” of the 1990s – marked by 
upheaval and turf wars among organised crime – were over in 2009.40 In practice, however, the relationship 
between the state and organised crime persisted. ●

“Spook-Gangster” Nexus:  
Crime as a part of Russian foreign policy 
In recent years, Russian universities have openly integrated sanctions evasion into their curricula. Students 
at the Higher School of Economics (HSE) – Russia’s most prestigious university – can take courses on 
sanctions compliance, including a master’s programme launched in autumn 2022 as the EU imposed 
severe sanctions on Russia.41 Advanced training modules cover, for example, the use of cryptocurrencies 
and digital currencies in international markets under “circumstances of sanctions and restrictions”. As one 
former HSE professor and co-founder noted: “Everyone is seeing how Iran has lived under sanctions for 
40 years. We may spend a long time living in this kind of a hostile environment. The Russian economy 
is adapting to life under sanctions for a generation.” 42 Moscow State University (MGU) has likewise 
developed a network of research-educational centres of “world level quality” on sanctions compliance, 
in line with a presidential decree mandating the creation of “world quality” research institutions.43

This reflects a broader pattern of Russia effectively embracing criminal methods – including sanctions 
evasion – as state policy. Several recent cases illustrate this convergence further:

1.	� In July 2025 a Russian citizen residing in Narva (Estonia) was sentenced to six years in prison for both 
spying on behalf of the FSB and smuggling sanctioned goods across the Estonian-Russian border.44

2.	� In December 2024, the UK's National Security Agency uncovered a multinational cryptocurrency 
network moving funds for sanctioned Russian oligarchs and paying Russian intelligence operatives. 
The same network also served Irish cocaine traffickers.45

3.	� The so-called “shadow fleet” – aging vessels concealing Russian ownership through flags of 
convenience and falsified data46 – continues to transport Russian oil in violation of international 
sanctions and interfere with security infrastructure in the North Sea.47

“Ordinary criminal activity – such as smuggling of illicit  
goods or sanctions evasion – intersects with covert  

and hybrid operations in Russia’s foreign policy toolkit.”

These examples illustrate how ordinary criminal activity – such as smuggling of illicit goods or sanctions 
evasion – intersects with covert and hybrid operations in Russia’s foreign policy toolkit. By incorporating 
illicit finance and illicit trade, Moscow has expanded the scope of hybrid warfare beyond information 
operations and proxy conflicts.

The scale of the economic impact is significant. In 2021, prior to the full-scale invasion of Ukraine, Russian 
export of goods to the EU totalled €158.5 billion, of which €99 billion – more than two thirds – were 
connected to the energy sector.48 The remaining €59.5 billion consisted mainly of “other goods” and “other 
manufactured goods” (textiles, furniture, appliances), followed by raw materials, chemicals, machinery, 
vehicles, and food products. After 2022, trade volumes collapsed from €62 billion in Q1 to under €7 billion 
in Q2.49 Sanctions evasion and smuggling have since grown to fill part of this gap. Research suggests that 
in certain sectors, illicit channels could sustain trade volumes equivalent to 11-17% of pre-sanctions levels50 
– amounting to trade volumes of €6.5-10 billion annually in smuggled non-energy sanctioned goods. 

Elements of this volume include, for example, Russian wood entering the EU re-labelled as Kazakh 
(despite minimal forestry resources in the country) or Kyrgyz.51 A January 2025 report estimated that 
such smuggled plywood alone reached €1.5 billion in value between 2022 and 2024.52 Fertilisers53 and 
oil54 have been similarly re-labelled before entering European markets. The Kazakh connection is also 
used for the import of dual-use goods such as electronics, microcircuits, diodes, transistors, and drones,55 
channelled into Russia and repurposed for the country’s war efforts.56 Similar products are also routed via 
the MENA region.57 Passenger jet parts have reached Russia through equally elaborate schemes, being 
disassembled abroad and shipped via “intermediate destinations” before reassembly inside the country.58

“In certain sectors, illicit channels could sustain trade 
volumes between the EU and Russia equivalent to 11-17% 

of pre-sanctions levels, amounting to €6.5-10 billion  
annually in smuggled non-energy sanctioned goods.”

Commodities extracted from occupied Ukrainian territories, including wheat and coal, are exported 
through Asian intermediaries,59 while anthracite coal from Donbas – long contested for control –between 
FSB and GRU – was smuggled, in cooperation with separatist organised crime groups (OCGs), to Russia 
for tax before being redirected as Russian coal to the West.60

Traditional smuggling methods get reinvented as well, for example, by moving illicit tobacco products into 
the EU with the use of air balloons from Belarus to Poland or Lithuania.61
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The practices outlined above represent only a fraction of the sanctions-evasion schemes currently 
sustaining Russia’s economy, including in sectors such as tobacco that were traditionally overseen by 
Russian security services before 2022.62 Their persistence illustrates how Moscow may further entrench 
reliance on crime as a core element of its economic strategy, and, by extension, its foreign policy. In this 
scenario, Russia advances the “spook-gangster nexus”, in which the state security actors function 
as subsidiaries of the criminal elites, the “new nobility”. The “spooks” then subcontract tasks to “gangsters” 
or entities operating beyond formal state control.63

The rise of the Wagner Group exemplifies this model – the organisation expanded under the protection 
(krysha) of the “new nobility” from those in power, while filling some of Russia’s capability gaps in Ukraine 
and Africa.64 Such approach is an example of “crimintern” – a loose confederation of OCGs operating 
under Kremlin oversight.65 As former Estonian president Toomas Hendrik Ilves once observed, his country’s 
security services often pursued the same individuals in an attempt to counter the threat from both Russian 
criminals and Russian intelligence operatives.66 This nexus has also started to serve as a fallback strategy 
for Moscow after the expulsion of large numbers of Russian intelligence officers from Europe during and 
after the 2022 invasion.67

Russia has a long history of employing criminals in foreign operations, both as proxies in hybrid warfare68 
and as auxiliary assets in intelligence activities.69 The role of criminal actors was particularly visible in 2014’s 
invasion of Crimea and parts of Donbas. Crimea controlled by Russia was led by an individual with a rich 
criminal past70 and the alleged “separatist” rebellion in Donbas was largely driven by lower-tier officials 
and criminals,71 “younger thieves” working against the “older thieves”,72 or the underclass73 who upstaged 
established political-criminal elites.74 The resulting “authorities” of the two self-proclaimed republics were 
widely regarded as criminal figures in uniform.75

The Russian reliance on criminals in Donbas did not end with the 2014 “rebellion” and the emergence of 
the two “separatist” republics, which were dependent on Moscow for survival.76 It persisted as Russian 
security services effectively waged a turf war over control of the lucrative anthracite coal trade from Donbas 
into Russia and, later, rebranded as “Russian coal” for expert to Ukraine, Turkey and further Europe.77 
This arrangement drew criminal networks in both “separatist” Donbas and Ukraine into collaboration 
with Russian security services.78 The scheme also involved the early incarnation of the Wagner Group, 
which worked alongside Russian operations as weapons and mercenaries poured into Donbas.79

“Russia advances a “spook-gangster nexus”, in which the state 
security actors function as subsidiaries of the criminal elites 

– “spooks” – who subcontract tasks to “gangsters” or entities 
operating beyond formal state control.”

Foreign fighters recruited from prisons80 also reinforced Moscow’s deniability; among the early recruiters 
was Yevgeny Prigozhin, who later institutionalised the practice through Wagner Group’s large-scale prison 
recruitment campaigns after 2022.81 Wagner, which blended criminals, businessmen, and former military 
and security officials, later recruited convicts directly from penal colonies for Russia’s war effort in Ukraine,82 
requiring approval from the so-called vory v zakone (literally thieves in law),83 the criminal elite originating 
in Stalin-era gulags. Today, the vory remain influential across Russia’s penal system, though fragmented 
into some 400 avtoritety (authorities or bosses) spread around Russia.84 Roughly 50% of the current 
day vory are of Georgian origin, with smaller numbers of Azeri, Armenian, Abkhaz and Uzbek figures.85 
This internationalisation may explain the global reach and reputation of Russian organised crime.86 ●

Partners in crime: Criminal aspects  
of other countries’ foreign policies
Russia is not the only state accused of using criminals to advance its foreign policy goals. Other 
governments have also employed criminal networks as proxies or force multipliers. Such actors offer 
plausible deniability and, unlike intelligence operatives under closed scrutiny, do not require extensive 
training or preparation. OCGs provide a fallback option that already possesses structures, contacts, and 
methods needed to coerce, corrupt or pressure adversaries. In this sense, they appear well suited to 
conduct under-the-radar hybrid activities on behalf of a state. 

		�  China provides one of the most visible non-Russian examples. It deploys criminals to intimidate 
dissidents and monitor Chinese diaspora communities.87 In several European countries, 
including Italy and Spain, suspected underworld figures were linked to the establishment of 
covert “police stations”88 that operated as extensions of Beijing’s political influence campaigns. 
In some cases, these actors acted under a disguise of leaders of cultural associations while 
serving as tools of long-distance repression.

		�  North Korea, often referred to as the “Soprano state”, has institutionalised organised crime 
through its Office 39, which manages strategic and economic activities abroad. For almost forty 
years, Pyongyang has exhibited extensive involvement in transnational criminal smuggling 
networks, in drug production and trafficking, the manufacture of counterfeit goods ranging 
from cigarettes to pharmaceuticals to brand-name watches and shoes, and the smuggling of 
endangered species’ products.89 It has also produced some of the world’s most sophisticated 
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counterfeit currency. In 2021, the United States officials described North Korea as ”a criminal 
syndicate with a flag” highlighting its extensive use of cyber theft and extortion.90 Its recent 
Comprehensive Strategic Partnership Treaty with Russia, which includes provisions on mutual 
defence in  cyberspace, cooperation in science and technology, and joint efforts to shape 
international cybersecurity norms, raises the prospect of a particularly destructive combination 
of Pyongyang’s cybercrime expertise and Moscow’s cyber capabilities.91

		�I  ran represents another case. While its intelligence services have long been involved in sabotage 
and targeted assassinations abroad, such activities intensified after 2014.92 The  Ministry 
of Intelligence and Security and the Islamic Revolutionary Guard Corps historically managed 
these operations directly. Yet a  failed bombing plot in France in 2018 led to  the  expulsion 
of a significant number of Iranian diplomats – many of whom were believed to be intelligence 
officers93 – and increased scrutiny by Western security authorities has made direct hybrid 
operations more difficult.94 In response, Tehran has turned more frequently to  mimicking 
Russian post-2022 approach, commissioning gangs with backgrounds in narcotics trafficking, 
such as the Swedish Foxtrot network or the Russian vory v zakone, as well as biker groups 
like the Hells Angels, to conduct kidnappings, contract killings, bombings, surveillance, and 
others.95 This Russian-Iranian connection suggests the two countries may, at times, divide 
hybrid activities between them, with Tehran focusing on Scandinavia (Sweden in particular), 
where it already maintains strong networks, reducing the need for Moscow to invest resources 
in the area.96 ●



16    Russia’s Crime–Terror Nexus: Criminality as a Tool of Hybrid Warfare in Europe Russia’s Crime–Terror Nexus: Criminality as a Tool of Hybrid Warfare in Europe     17

This study seeks to address this gap by employing a twofold approach. First, we identified all Russian 
kinetic activities in Europe since 2022 – defined as incidents involving the direct use of physical force. 
We excluded cyber operations110 unless they had an immediate real-world effect, as well as longer-term 
campaigns such as the weaponisation of irregular migration.111 Based on these criteria, we compiled 
a  dataset of relevant incidents. Second, we examined the immediate perpetrators, focusing on their 
socio-demographic backgrounds and recruitment pathways. The aim was to better understand who 
carries out such attacks, how they are recruited, and what this reveals about Russia’s evolving methods. 
By concentrating on direct perpetrators, the analysis provides practical insights for policy-makers and 
practitioners that can inform more effective countermeasures. ●

Methodology
To assess the extent of Russian hybrid warfare activities in Europe, as well as the role of crime therein, 
the  research team mapped relevant incidents between February 2022 – the start of Russia’s full-scale 
invasion of Ukraine – and August 2025, the date of writing. For this purpose, we consulted the online 
archives of major national newspapers using a broad range of keywords. To supplement this, the same 
keywords were used in Google queries to identify additional sources, including indictments, verdicts, 
investigative reporting, and expert analyses.

Belarus and the region of Transnistria in Moldova were excluded due to their close alignment with 
the Kremlin, as was Ukraine, where Russia is openly waging war. Incidents were only included if they: 

a.	 fell within one of the kinetic categories outlined below, and 
b.	 involved a reported tie to Russian intelligence services. 

Accordingly, only cases where Russian involvement was assessed by intelligence services, established 
in court, or credibly revealed through journalistic or private investigations were considered. Incidents were 
excluded if attribution rested solely on circumstantial factors such as target, timing, or modus operandi. 
Both executed and foiled plots were included, provided they had reached an advanced preparatory stage.

The desk research was supplemented with 30+ interviews – conducted either online or in person – 
with experts, academics, journalists and officials monitoring or writing on the subject in Estonia, Finland, 
Germany, France, Ireland, Latvia, Lithuania, Poland, Sweden, and the United Kingdom.112 Additional inputs 
came from researchers with long-standing expertise on Russia’s military or covert operations.113 Using 
an inductive approach, the team compiled a dataset covering the following categories of kinetic activity:

1. 2. 3. 4. 5. 6. 7.

assassination  
attempt assault abduction

arson 
or explosive 

attack
sabotage114 vandalism115 and public  

disturbance116

Each incident was coded by country, city and date, together with a short description.

Russian kinetic 
campaign in Europe
New research
Following the annexation of Crimea and the 2014 war in Donbas, Russia gradually expanded its 
hybrid campaign against Europe. The bombings of the Czech ammunition depot in Vrbětice in 2014,97 
the  attempted coup d’état in Montenegro in 2016,98 the attempted assassination of former FSB officer 
Sergei Skripal in the United Kingdom in 2018,99 and the 2019 “Tiergarten” murder of a former Chechen 
dissident in Berlin100 illustrate this trend. The full-scale invasion of Ukraine marked another turning point. 
In its aftermath, Russia intensified its hybrid operations across Europe – both as strategic retaliation against 
the West and as an attempt to compensate for the limitations of its conventional military power. Research 
from Leiden University recorded an increase in incidents from six in 2022 to 13 in 2023 and 44 in 2024.101 
A separate mapping by the Associated Press identified more than 70 incidents.102 Given the ambiguity 
and plausible deniability that underpin Russia’s hybrid operations, the actual number is likely much higher, 
as Western authorities often cannot attribute incidents with certainty, even when the modus operandi aligns 
with Russia’s hybrid warfare patterns.103 At the same time, Moscow has escalated the sophistication of its 
operations, increasingly targeting critical infrastructure such as undersea cables in the Baltic Sea, military 
installations, and high-profile figures.104

Until recently, Russia’s clandestine and subversive activities in Europe were largely conducted by 
intelligence operatives who, disguised as diplomats or other “civilians”, worked from Russian embassies 
across the continent. After the Skripal poisoning in 2018, Western governments expelled more than 150 
Russian diplomats, many of whom were believed to be intelligence officers, in a coordinated response.105 
Following the full-scale invasion of Ukraine, expulsions reached even greater numbers – around 600 
in total – again targeting suspected spies.106

“Around 600 Russian operatives were expelled from Europe since 2018.”

These measures temporarily and significantly weakened Russia’s operational capacity. To compensate, 
Moscow increasingly turned to “disposable” or “single-use” agents – civilians who, often unaware of 
Russian’s role as the orchestrator, were recruited online and tasked with simple operations in exchange 
for small payments.107 These activities typically involved low-profile actions such as spraying graffiti 
or distributing anti-NATO stickers.108 In some cases, however, instructions delivered via online messaging 
platforms such as Telegram included more serious assignments, including arson attacks.109 This approach 
allowed Russia to offset its loss of trained operatives, while also reducing costs and enhancing plausible 
deniability – a defining feature of hybrid warfare.

While existing research has greatly advanced understanding of Russia’s hybrid warfare, it has often taken 
a broad focus, covering the full spectrum of activities including cyber-attacks, disinformation, weaponisation 
of irregular migration, arson attacks, and targeted killing. Such analyses have provided valuable macro-
level insight rather than detailed examination of individual incidents. Meanwhile, journalistic investigations 
have shed light on Russia’s online recruitment based on case studies, but systematic analysis – particularly 
of the role of criminal elements – remains limited. 
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Poland emerged as the most affected country with 20 incidents, both in terms of quantity and severity, 
followed by France (15), Estonia and Germany (11 each), and Latvia (9). Compared to other countries, Poland 
was targeted consistently from 2023 onward, with incidents intensifying in 2024. As one of the EU’s most 
vocal supporters of Ukraine and a major supplier of military assistance, it accounted for nearly a third of 
all recorded arson attacks. This included the destruction of Warsaw’s largest shopping mall and a major 
hardware store, as well as foiled sabotage attempts to blow up or derail trains carrying military aid to Ukraine. 

France and Germany exhibited similar patterns 
of  escalation, though with distinct charac-
teristics. In  France, most incidents involved 
vandalism and public disturbances concen-
trated around the summer of 2024, coinciding 
with the Paris Olympic Games, consistent with 
reports of Russian plans to disrupt the  event. 
In  Germany, incidents were generally more 
severe, including two assassination attempts and 
five instances of (attempted) arson or explosive 
attacks. The Baltic states, particularly Estonia, 
also emerged as hotspots of kinetic activity, 
though with a different emphasis. Many attacks 
targeted monuments commemorating national 
independence or the Soviet period, apparently 
intended to inflame tensions between ethnic 
majorities and Russian-speaking minorities. 
Plans to incite conflict between Latvians and 
Belarusian refugees followed a similar pattern. 
At  the same time, the region also witnessed 
high-profile operations, such as the  arson 
attack against an IKEA store in Vilnius.

Map of Russian kinetic  
activities in Europe  
(2022-2025)

Development of Russian kinetic activities over time (2022-2025)
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Where possible, we identified direct perpetrators from the same sources to establish a database of actors. 
When this was not feasible, targeted open-source searches were conducted in English and  relevant 
local languages, using event-specific keywords such as the location or target. These searches were 
complemented by national and local media as well as legal databases for indictments or verdicts. 
Given  the  recent character of most events, verdicts were rarely available, as investigations were often 
ongoing, indictments pending, or suspects at large. Individuals were included only when acts could be 
clearly attributed to them, either by name or identifiable characteristics. 

The analysis focused on direct perpetrators, excluding Russian recruiters or intermediaries involved only 
in remote coordination. For each perpetrator, we coded socio-demographic variables including sex, age, 
nationality, diaspora background, occupation, residency status, refugee status and prior criminal record, 
as well as affiliations with extremist or hooligan groups. Recruitment-related variables were also used and 
included whether recruitment occurred online or offline. In online cases, the platform used, the presence of 
financial or material compensation (including the amount and method of transfer), and whether individuals 
expressed pro-Kremlin views or awareness of Russian intelligence as the organiser were considered. 
Kinship or friendship ties to others already engaged in operations on Russia’s behalf were also recorded. 
Finally, we distinguished between individuals recruited for a single act or multiple operations, and between 
those acting alone or as part of a group. ●

Mapping of events
Altogether, we identified 110 kinetic incidents in Europe between 01/01/2022 and 31/07/2025. Of those, 
89 were carried out successfully, while 21 were foiled. Yet, this figure warrants caution: several country-
level experts interviewed for this study emphasised that the number of disrupted plots is likely significantly 
higher, as intelligence services do not always disclose such information publicly.

“We identified 110 kinetic incidents in Europe attributable  
to Russia between 01/01/2022 and 31/07/2025. Of those,  

89 were carried out successfully, 21 were foiled.”

A chronological breakdown shows that Russian hybrid kinetic activity remained relatively modest in 2022 
but gained momentum in 2023 and peaked in the first half of 2024, which accounted for nearly half of all 
recorded incidents. This trend reflects not only a quantitative increase but also an escalation in severity. 
High-profile cases after 2023 included the smuggling of incendiary devices onto aircraft with the apparent 
intent of causing them to crash, the arson attack on Poland’s largest shopping mall, and the attempted 
assassination of the CEO of one of Europe’s largest arms manufacturers. The decline observed from 
the second half of 2024 onward can be partly attributed to increased awareness and more proactive 
crackdowns by European security services, which reduced Russia’s pool of “disposable” agents.117 However, 
this trend should be interpreted with caution, as attribution often occurs only after lengthy investigations. 
Given the persistently high number of suspicious events that match Russia’s hybrid warfare patterns, it is 
likely that our dataset underestimates the full scope of Russia’s kinetic activities.118
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Acts of public disturbance and vandalism were generally designed to amplify polarisation and weaken 
support for Ukraine. In France, for example, antisemitic graffiti such as red handprints on the Shoah 
Memorial were later revealed to be orchestrated by the GRU.130 In Germany, individuals recruited 
by Russian intelligence filled car exhaust pipes with construction foam and left signs blaming climate 
activists, apparently to influence the federal election.131 In the Baltic states, monuments from both 
the Soviet and resistance periods were repeatedly defaced,132 while in Warsaw, Vienna, Berlin, and Paris, 
stickers and posters depicted Ukraine as a right-wing extremist state.133 Other stunts sought to instil fear 
of direct European involvement in the war, such as the placement of mock coffins of Russian soldiers 
beneath the Eiffel Tower.134 These events were often linked to Russia’s broader information operations 
amplified through proxy networks. The “Doppelganger” operation135 is a prime example – a large-scale 
Russian information operation that cloned media and government websites, created pro-Russian portals, 
and deployed fake social media accounts to spread and promote narratives aimed at undermining support 
for Ukraine and sowing polarisation in the EU and NATO.136 To a lesser extent, those type of activities also 
aimed at the disruption of everyday life, such as the cases of nationwide bomb threats against schools 
in Slovakia, Estonia or Czechia – attributed to Russian actors by intelligence services.137

Physical attacks on individuals, including assassinations, assaults, and abductions, were relatively rare. 
Known plots mostly targeted Russian dissidents, including Maxim Kuzminov, who defected by flying his 
helicopter to Ukraine and was later found shot while in exile in Spain.138 Another case involved the assault 
on Leonid Volkov, former chief of staff to Alexei Navalny, in Vilnius, carried out by two Polish hooligans 
recruited by Russian intelligence.139 A notable outlier was the foiled plot to assassinate the CEO of 
Rheinmetall supplying arms to Ukraine.140

Incidents of Russian kinetic activities by type
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In terms of the nature of activities, arson and explosive attacks (34) were the most common, accounting 
for roughly a quarter of all incidents. These were followed by vandalism (27), sabotage (21), and public 
disturbances (20). The spectrum of Russian hybrid kinetic operations is broad, ranging from plots to 
assassinate the CEO of the German arms manufacturer Rheinmetall119 and the planting of incendiary 
devices on cargo planes,120 to low-level actions such as placing pro-Kremlin stickers in Warsaw121 or defacing 
monuments.122

Arson and explosive attacks illustrate this diversity. As mentioned above, these included attempts to down 
aircraft with parcel bombs,123 or burning down of Poland’s largest shopping mall.124 At the same time, they 
also encompassed seemingly minor acts, such as setting fire to a car with a Ukrainian license plate.125 
They equally targeted both civilian infrastructure and strategically significant sites related to Ukraine’s war 
effort, such as ammunition manufacturers and railway lines.126 These operations served a dual purpose: 
disrupting public life and sowing fear, while also directly undermining Europe’s military support for Ukraine. 
Likewise, sabotage incidents were primarily directed at military facilities or critical infrastructure. Examples 
include foiled plots to attack German military bases and to derail supply trains carrying military aid for 
Ukraine in Poland. While our dataset does not cover the drone flyovers of military bases in Germany – 
which have intensified since 2022 but remain unattributed – they nonetheless illustrate the grey zone of 
activity often associated with Russia.127 Other sabotage acts targeted undersea infrastructure, most notably 
in form of cutting or damaging of cables in the Baltic Sea by vessels linked to Russian “shadow fleet”.128 
To a lesser extent, sabotage also sought to disrupt public life, for example in attempts to interfere with 
the Olympic Games in Paris.129
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“Of 131 perpetrators identified, 62% carried out multiple  
attacks, and 89% acted in groups of at least two.”

Gender and age

Where identification was possible, the overwhelming majority of perpetrators were male (93%). The average 
age was 30, with the youngest just 16 and the oldest 59. A significant share of perpetrators (17 individuals) 
were under 25, and 8 were minors. Marital status could not be established systematically, but in several 
high-profile cases men were single or, among older perpetrators, divorced. Women, by contrast, were 
typically in relationships, often with their spouses also involved in Kremlin-directed activities. As will be 
shown, kinship and friendship ties played a notable role in recruitment. 

“93% of perpetrators were male, 30 years-old on average, coming 
from a post-Soviet country, motivated by financial compensation.”

Nationality

The dispersion of Russian kinetic activities across Europe is reflected in the diversity of perpetrators’ 
nationalities. Ukrainians (26) and Russians (23) together accounted for more than a third of all identified 
actors, followed by Moldovans (15), Estonians (12), and Bulgarians (12). Other frequent nationalities included 
Belarusians, Poles, British, Latvians, and Germans, though all British citizens were linked to a single plot. 
However, dual citizenships were common, particularly among Russian-speaking minorities in Estonia. 

A further distinction emerges between resident and non-resident perpetrators. While Estonian and German 
nationals tended to operate in their home countries, Moldovans, Bulgarians, and Belarusians often travelled 
abroad – frequently to Central Europe – for the sole purpose of carrying out attacks. In total, only about 
half of perpetrators (67) where residents of the country where the incidents took place, while 57 individuals 
entered a country specifically to execute operations before leaving again. This pattern reflects a dual 
rationale – on the one hand, operating abroad makes attribution and detection more difficult; on the other 
hand, recruitment in Eastern European countries is facilitated by economic vulnerabilities. For example, 
Moldovans residing in the West were willing to undertake vandalism or sabotage for relatively low sums – 
sometimes as little as €50.141 Ukrainian perpetrators represent a specific category. Most of them had fled 
their country either in 2014 or 2022. 

Motivation

While we were not able to systematically assess the educational levels of perpetrators, we identified 
occupations in a majority of cases. Most were employed in grey-collar (12) or blue-collar (10) jobs, such as 
construction workers or taxi drivers. Seven recruits were unemployed, many of them Ukrainian refugees 
who had fled either to escape Russia’s war or to avoid conscription into the Ukrainian army. Low-income 
jobs often coincided with involvement in petty crime, with family members or acquaintances describing 
these individuals as seeking quick and easy money. In some cases, perpetrators were reported to be 
heavily indebted. Precarious economic status therefore appears to be an important factor, alongside 
cultural affinity with Russia or the Soviet Union. 

Although 23 of the 131 perpetrators reportedly held pro-Kremlin views or acted out of ideological sympathy, 
financial reward emerged as the most decisive driver. Monetary compensation was offered in 66% of cases 
and, if instances with unknown motivations are excluded, the proportion rises to 96%. At times, substantial 

What the dataset makes clear is the considerable variation in both the scope and intensity of incidents. 
At  some point in 2022, the Kremlin appears to have decided to initiate a kinetic campaign in Europe. 
Building the necessary networks and operational capacity, however, took time, and Russian security 
services missed the late summer – early autumn 2022 window, when such a campaign would likely have 
had the greatest impact in support of Russian troops under pressure on the Ukrainian frontlines. Seen 
through this prism, the operations can be understood as both punitive measures against European support 
for Ukraine and as attempts to shape perceptions at a moment when Kyiv appeared ascendant and was 
preparing its ultimately unsuccessful 2023 counter-offensive. ●

Perpetrators of Russian kinetic activity
We identified the perpetrators in 63 of 110 recorded events, totalling 131 individuals. Except for the 
attempted assassination of the Rheinmetall CEO, reportedly planned by official GRU agents, all other 
identified perpetrators were civilians, though seven had a history of close cooperation with Russian 
intelligence. This reflects a broader pattern of Moscow increasingly relying on civilians for operations in 
Europe following the coordinated expulsions of Russian intelligence officers after 2018. 

Our findings also challenge the notion of the lone, disposable “single-use” agents recruited online for one-
off tasks. Approximately two-thirds (62%) of perpetrators carried out multiple attacks, and 89% acted in 
groups of at least two. While there is no single profile of a Russian recruit, the data reveals several notable 
commonalities and trends, detailed below.
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with no knowledge of the wider context.150 A similar dynamic emerged in London, where a small-time drug 
dealer initially in touch with a Wagner handler subcontracted the arson of a warehouse storing military aid 
for Ukraine to local criminals whom his own network.151 Again, the perpetrators executing the attack were 
unaware of Kremlin involvement.

Prison environments also appear to play a role in recruitment. Two Moldovan cousins who set fire to 
a Ukrainian restaurant in Tallinn had both previously been imprisoned in Russia for crimes including robbery. 
According to reports, the younger was approached GRU agents while serving his sentence.152 Likewise, 
the arson attack against the Latvian Independence Museum was orchestrated from within a Latvian prison, 
with the perpetrator recruited via Telegram by a detainee, who had himself been contacted by another 
inmate in touch with a Russian handler.153

In rarer but more sensitive cases, Russia engaged directly with organised crime without intermediaries. 
For  example, the killers of Maxim Kuzminov were criminals reportedly commissioned and paid directly 
by the Russian embassy in Vienna.154 Long-standing ties with organised criminal groups also proved useful 
in a plot targeting Estonian public figures and monuments. In this instance, the FSB relied on an Estonian-
Russian dual citizen who, under its protection, had engaged in long-term smuggling across the Estonian-
Russian border.155

Taken together, these cases underscore the centrality of financial incentives in Russia’s recruitment 
strategies for kinetic operations. While ideology occasionally plays a role, money most consistently lowers 
entry barriers, sustains participation, and enables escalation. The Kremlin’s ability to exploit existing 
criminal structures further enhances operational flexibility, providing manpower, logistical networks, 
and an additional layer of deniability.

sums were promised – up to €10,000 for setting fire to an IKEA store, or the reward of a car.142 More often, 
however, payments were modest, with initial offers as low as €7 for tasks such as placing stickers or spraying 
pro-Russian graffiti.143 Starting with low-risk, low-reward tasks, handlers reduced the threshold for participation, 
particularly among individuals seeking quick money without recognising the connection to Russian 
intelligence. Indeed, only 58% of perpetrators were aware that their activities were directed by Russian 
services. Over time, however, payments and task severity escalated, with some perpetrators progressing 
from graffiti to arson or attempted sabotage of railway lines carrying aid to Ukraine.144 This  pattern was 
especially pronounced among younger recruits, particularly Ukrainian refugees, whose limited awareness of 
Russian involvement, combined with the lure of “big money”, made them especially vulnerable.145

“Only 58% of perpetrators were aware that their  
activities were directed by Russian services.”

This recruitment strategy allows Russia to blend its operations with broader criminal trends. As noted 
by Europol, “online platforms have become instrumental in recruiting minors for roles ranging from low-
level drug couriers to drug extractors and even perpetrators of violent drug-related crimes, including 
murder.” 146 Russia appears to have adapted these methods for political violence, targeting individuals 
already in precarious socio-economic situations, and, where possible, those with cultural ties to Russia 
through family, language, or Soviet-era upbringing.

In doing so, Moscow effectively applies cognitive warfare techniques – in which “every person becomes 
a  battlefield” 147 – to condition vulnerable individuals into staging acts of political violence or outright 
terrorism. This system is reminiscent of both human trafficking and the recruitment campaigns of jihadi 
terrorist organisations which were able to identify vulnerable people through social networks and 
technology for recruitment. NATO perceives cognitive warfare as a reality in which “the human mind 
becomes the battlefield. The aim is to change not only what people think, but how they think and act. 
Waged successfully, it shapes and influences individual and group beliefs and behaviours to favour 
an aggressor’s tactical or strategic objectives.” 148

Criminal backgrounds

More than a quarter of the perpetrators of the Russian kinetic attacks (27%) had a prior criminal record 
or previous involvement in illicit activity. These ranged from petty crimes, such as low-level drug dealing, 
to organised crime, and in some cases extended to serious offences including assault and even murder. 
Crucially, Kremlin’s recruitment strategy extended beyond socio-economically vulnerable petty criminals. 
Engagement with more established criminal networks offered clear operational advantages: gangsters 
could mobilise “foot-soldiers” through their existing contacts, while higher-level criminal actors acted 
as intermediaries, providing Moscow with further layers of plausible deniability. In many instances, 
the individuals who carried out attacks remained unaware of the true sponsor.

“27% of perpetrators had a prior criminal record  
or previous involvement in illicit activity.”

For example, in the case of vandalism against the cars of Estonia’s interior minister and the editor of 
a national news outlet, pro-Russian activist Allan Hantsom, who maintained direct contact with the GRU, 
tasked members of Estonia’s criminal underworld whom he knew personally.149 Court records show that 
the assignment passed through at least five intermediaries before reaching a 21-year-old, heavily indebted 
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and his social media activity revealed consistent pro-Russian and anti-Ukrainian views.162 Similarly, a Greek 
national who allegedly sought to sabotage military sites at the port of Alexandroupouli reportedly declined 
financial compensation, insisting he wanted to act voluntarily “for Mother Russia.”163

All individuals with far-right extremist backgrounds were also connected to the football hooligan networks, 
while most of the 12 perpetrators linked to hooliganism had prior criminal records. This suggests that 
embeddedness in violent subcultures, rather than ideological alignment, was the key recruitment factor. 
Russian handlers could draw on individuals already accustomed to confrontation, familiar with criminal 
activity, and socially embedded in networks predisposed to violence. The assault on Leonid Volkov, 
former chief of staff of Alexei Navalny, by two Polish hooligans in Vilnius illustrates this dynamic: they were 
recruited not for ideology but for their criminal past and martial arts experience.164

Russian intelligence has shown an ability to exploit these milieus pragmatically.165 As such, Russian 
intelligence is rather interested in the features of these milieus, namely pre-radicalised, violence-prone 
individuals, than ideological convictions. Following the arrest of one “disposable agent” tasked with 
an arson attack, the same mission resurfaced in a white supremacist Telegram group,166 reframed as a racist 
assault on a building frequented by non-white people, with a $5,000 reward.167 Such cases demonstrate 
how extremist subcultures can be manipulated as force multipliers, where ideological appeal and financial 
incentives are combined to mobilise individuals willing to commit violence.

Organised crime

Our research into the perpetrators of Russian kinetic attacks in Europe reveals recurring links to organised 
crime, either through past involvement or through recruitment for the “cause”. First, usage or trafficking 
of drugs occurred regularly amongst the aforementioned perpetrators. Some perpetrators began with 
personal drug consumption, which drew them into petty crime to sustain their habits. For instance, one of 
whom sought suppliers via Telegram and in the process connected to a handler who offered payment 
to participate in Russian kinetic attacks in Europe.156 In other cases, perpetrators were involved in drug 
trafficking, both as low-level dealers and on a larger scale. The role of drugs in these operations varied: 
in some cases, petty criminals were unwittingly exploited for sabotage by their bosses, while in others, 
involvement in drug networks and Russian operations evolved simultaneously, with mutual reinforcement.

Russian security structures also leveraged the expertise of organised crime networks specialising 
in smuggling. One dual Estonian–Russian citizen, long-active in trafficking goods and people across 
the  Estonian–Russian border under FSB oversight, was recruited to initiate sabotage operations in 
Estonia.157 Similarly, the “criminal drones” reportedly launched from Belarus or Russia into Poland and other 
countries158 for smuggling of illicit goods, are unlikely to operate without knowledge or tacit approval of 
Russian or Belarussian security services. In this way, smuggling networks find themselves repurposed as 
assets in Russia’s hybrid campaign. 

“Drones used to smuggle illicit goods are unlikely to operate 
without knowledge or tacit approval of Russian or Belarussian 

security services. Smuggling networks thus find themselves 
repurposed as assets in Russia’s hybrid campaign.”

Prisons provided another important arena. These institutions, populated by convicts with ties to organ-
ised crime, became fertile recruitment grounds for foot soldiers in Russia’s hybrid warfare. Experienced 
organised crime figures, often exercising influence inside Russian prisons, acted as intermediaries 
and gatekeepers, linking handlers with potential recruits serving sentences for a variety of offences. 
This  dynamic was also observed outside Russia, as in the case of the Latvian Independence Museum 
arson, orchestrated from within a Latvian prison.159

Finally, battlefield experience has reinforced these criminal links. Four perpetrators of Russian kinetic 
attacks had previously fought in the full-scale war of aggression in Ukraine – three on the Ukrainian 
side and one on the Russian side. While in the conflict zone, all appear to have established significant 
contacts with organised crime networks, which later facilitated their recruitment and participation in hybrid 
operations in Europe.

Subversives

A smaller share of perpetrators were embedded in other subversive subcultures. In eight cases, individuals 
had ties to far-right extremist milieus, specifically neo-Nazi networks.160 Given the growing ideological 
proximity between far-right movements and Russia, this overlap may partly explain why certain individuals 
agreed to carry out sabotage on Russia’s behalf.161 In three of these eight cases, far-right ideology was 
explicitly combined with pro-Kremlin views. Still, there is little evidence that far-right beliefs alone constitute 
the decisive driver. Where ideology played a central role, it was specifically an explicit pro-Russian 
conviction that stood out. For example, a German national who plotted terrorist attacks on infrastructure 
and military sites alongside two others had previously fought with the so-called Donetsk People’s Republic, 
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“Friendship networks proved influential:  
in 13% of cases, perpetrators exploited pre-existing  
social ties to bring acquaintances into operations.”

Other kinship constellations included siblings and cousins. In one case, a cousin affiliated with the GRU 
persuaded another to help set fire to a Ukrainian restaurant in Tallinn without disclosing the identity of 
the contractor. Friendship networks proved even more influential: in 13% of cases (17 of 130), perpetrators 
exploited pre-existing social ties to bring acquaintances into operations. For example, a Belarusian later 
indicted alongside Poles and Belarusians for a series of arson attacks in Poland had previously fought 
in Ukraine, where he met two of his future co-perpetrators.173 Similarly, in the case of the warehouse fire 
in Poland, the ringleader who had first connected with a Wagner handler via Telegram recruited his best 
friend, who in turn brought in two associates.174 Unlike in other cases, the identity of the sponsor was not 
concealed from them. ●

Patterns of recruitment: online, offline and kinship 

The online sphere – particularly Telegram – emerged as the key channel for recent Russian recruitment into 
kinetic activities in Europe. In cases where recruitment pathways could be established, online recruitment 
accounted for 55% of incidents, with Telegram involved in 88% of those cases. Three instances involved 
Viber, and one involved Zengi and Facebook. While contacts sometimes moved to other encrypted 
platforms to maintain contact, Telegram overwhelmingly served as the initial point of entry. 

“In cases where recruitment pathways could be established, 
online recruitment accounted for 55% of incidents, 

with Telegram involved in 88% of those cases.”

Online recruitment, however, was not uniform, as the methods employed varied considerably. Both 
recruiter-initiated and individual-initiated contacts were observed. Where Russian recruiters made the first 
move, two recurring patterns were evident. First, individuals already active in pro-Kremlin channels or 
expressing pro-Kremlin views were approached directly and asked to act according to their beliefs. In one 
case, a Russian recruiter re-established contact with a pro-Russian Ukrainian in Germany months after 
an initial exchange, suggesting that recruiters maintain pools of potential assets for future activation.168 
The second recruiter-initiated pattern involved Ukrainian refugees seeking employment in host countries. 
Many used Telegram groups to post job requests, which Russian recruiters, posing as ordinary users, 
exploited by offering seemingly innocuous tasks, such as spraying graffiti or photographing locations. 
These “odd jobs” were gradually escalated into vandalism and arson.

In several instances, individuals with strong pro-Kremlin sympathies proactively reached out. For example, 
in the United Kingdom, members of a group that set fire to a warehouse storing satellite equipment for 
Ukraine contacted a Russian operative whose details had been posted in a pro-Wagner Telegram channel 
they both frequented.169 A similar process occurred in Italy, where two individuals established contact with 
recruiters after first signalling their interest via online platforms.170

Focusing exclusively on the online sphere, however, risks replicating the analytical errors once made in 
studies of terrorist radicalisation – namely, treating it as a purely digital phenomenon. In cases where 
recruitment pathways could be established, in-person recruitment accounted for 44% of incidents. Russian 
operatives rarely approached recruits directly; instead, already-recruited actors frequently functioned as 
intermediaries. Some acted informally, passing on opportunities without full knowledge of the broader 
operation. Others sought assistance from friends or acquaintances to help execute tasks they had already 
been assigned.

Kinship and friendship ties were particularly significant as factors for recruitment. Research on radicalisation 
and terrorist recruitment has long shown that pre-existing trust and intimacy in family and friendship 
circles, combined with the psychological pressure to not disappoint close associates, can reduce barriers 
to participation.171 This dataset reflects this dynamic: in 12 cases (9%), perpetrators who acted together 
shared some form of kinship. This pattern was particularly prominent among women: nearly half of 
the female perpetrators (5 of 12) were in a romantic relationship, or married to male co-perpetrators. Three 
women – two linked to the Bulgarian spy ring in the United Kingdom directed by Jan Marsalek, and one 
involved in a Polish spy network plotting to derail a train – explicitly stated that they had been drawn 
in by their partners, on the basis of partial or misleading information.172 While such dynamics must be 
recognised as genuine recruitment pathways, they also warrant caution, as they may conveniently serve 
as courtroom defences.
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Russian kinetic 
campaign: A summary
1.	W e have been there before.

The use of “single-use” agents is not new. In the words of a former KGB officer, “[at different points in 
the 1960s] my fellow officers paid American agents to paint swastikas on synagogues in New York and 
Washington. Our New York station even hired people to desecrate Jewish cemeteries." Fake letters were 
also sent to Jewish organisations and African embassies, after which Soviet state media highlighted 
the  incidents as an alleged proof of racism and antisemitism in the United States.175 Sixty years later. 
Moscow once again turns deniable proxies to advance its foreign policy goals.

2.	F oreigners to the fore.

As during the Cold War, many of today’s operatives are foreigners with cultural or linguistic ties to Russia. 
Soviet services frequently recruited émigrés or ethnic Russians abroad, such as George Trofimoff, 
a harmful Soviet spy in the ranks of the US Army intelligence, born to Russian parents in Germany in 1927.176 
Other agents included the so-called “White” (anti-Bolshevik) Russians as well as their children with shared 
Russian cultural heritage as entry points leading towards recruitment.177 Their post-2022 successors are 
often Russian speakers from independent post-Soviet republics such as Belarus, Moldova, and Ukraine. 
Belarusians are of particular interest given the close cooperation between Moscow and Minsk’s security 
services, which often share intelligence or conduct joint operations. It is plausible that some Belarusian 
operatives in our dataset were handled directly by Minsk but ultimately reported to Moscow—reminiscent 
of Soviet-era practices where the KGB used other Eastern Bloc countries as cover or operated while 
posing as Bulgarians or Hungarians.178

3.	M oney talks.

Even in the Soviet era, where some agents were ideologically driven, financial reward was the most 
common basis of recruitment.179 This remains unchanged. Today’s single-use agents are almost always 
paid, even if initial sums are modest. Payments increase with risk: graffiti or sticker campaigns may bring 
only a few euros, while arson or sabotage can attract thousands. Money remains the single most consistent 
incentive, lowering entry barriers and sustaining participation. 

“Money remains the single most consistent incentive for executing 
kinetic attacks, lowering entry barriers and sustaining participation.“

4.	Old  habits die hard.

The FSB and its predecessors have long cultivated ties with organised crime. If they ran smuggling of illicit 
goods in the Baltic states before 2022, there is little reason to assume these structures were dismantled. 
These state-linked, often transnational criminal networks provide manpower, logistics, and  plausible 
deniability—advantages Moscow is unlikely to abandon. Instead, interviewees suggested they are 
now being repurposed to “map and test vulnerabilities” across NATO and the EU’s eastern flank to lay 
the groundwork for more serious kinetic campaigns during or pre-dating Russia’s next full scale war. 

5.	 Better late than never.

The operationalisation of single-use agents required time and coordination. Following the expulsion of 
many operatives after 2018 Skripal poisoning and 2022 full-scale invasion, Russia effectively lost trained 
and directly controlled assets and had to replace them with civilians. Several interviewees described this 
as the “not-so-great replacement,” producing “poor man’s saboteurs” or “poor man’s terrorists.” Their peak 
activity in 2024 suggests they were not primarily intended to compensate for battlefield deficiencies 
in 2022. Had that been the case, operations would likely have targeted European supply lines to Ukraine 
during Russia’s most vulnerable months. Instead, the campaign matured later, once Russian services had 
established the infrastructure to mobilise civilians on a larger scale.

6.	 No need to meet.

The digital era has removed one of the greatest vulnerabilities of espionage: physical contact. In contrast 
to the analogue age of dead drops and risky meetings, Russian handlers can now recruit, direct, and pay 
agents entirely online. This shift enhances security for Moscow while providing even greater plausible 
deniability.

7.	Ir an does it – so will Russia.

Iran has pioneered the use of criminals as proxies for hybrid operations abroad, particularly in Sweden. 
Russia appears to be adopting a similar model. Cases in Estonia and the United Kingdom already 
show Moscow leveraging its ties to organised crime for operational purposes, including sabotage and 
intimidation. It is reasonable to expect further development of this model, particularly given the visible 
convergence between Russian and Iranian practices.

8.	 Transforming criminals.

Moscow often begins with petty criminals—petty thieves, minor drug dealers, or indebted individuals—
whose initial role is limited to low-level acts. Yet repeated recruitment can lead these actors to build more 
structured criminal groups. These groups may then evolve into organised networks that serve Moscow’s 
interests more systematically, feeding into the broader “spook–gangster nexus” and potentially enabling 
more sophisticated or deadly attacks.

9.	 Russia goes to prisons.

Russia has already recruited thousands of convicts from penal colonies for its war effort in Ukraine. 
Evidence suggests that similar methods are being applied to hybrid operations in Europe. Prisons, both 
inside Russia and abroad, provide ready-made pools of recruits linked to organised crime and accustomed 
to violence. This mirrors earlier practices by groups such as ISIS, which treated penal systems as reservoirs 
of operatives for political violence. ●
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Recommendations
As the report demonstrates, the Kremlin has systematically integrated illicit finance and criminal 
subcontracting into its hybrid warfare arsenal, creating a highly interconnected ecosystem of state and 
non-state enablers. This complexity makes it impossible for European states to respond with narrow, 
siloed measures confined to single agencies or policy domains. We thus recommend a following array of 
measures for national authorities and EU institutions to improve Europe’s resilience.

Disrupt the recruitment
Strengthen resilience of potential targets 

Financial incentives remain the primary recruitment driver, with two-thirds of perpetrators motivated by 
monetary reward. Targeted interventions should focus on the overlapping “risk bubbles” and factors 
that were represented by more than a half of the recruits in the dataset: (1) migrants and refugees from 
the  former Soviet Union, (2) knowledge of Russian language, (3) previous criminal record from before 
moving to the EU, especially related to smuggling of illicit goods and usage or dealing of drugs, (4) military 
or paramilitary experience, and (5) current or former prison inmates. Despite potential legal and practical 
drawbacks, EU Member States could think of pooling data on these bubbles and find ways to operationalise 
searches within these. Existing EU mechanisms for the exchange of data on terrorism as the Council’s 
Working Party on Terrorism180 could be used as a point of reference for future coordination of the process.

Outline what is at stake

Many recruits underestimate the legal consequences of their actions. As one respondent outlined: “if they 
conduct sabotage attempts alone, it is a crime of general endangerment – once we prove a link to Russia, 
it is terrorism”. Targeted communications should highlight manipulation tactics, as well as the criminal 
liability—transforming low-level sabotage into terrorism charges once Russian links are established. 
As one official put it, messages such as “you were promised 1000 EUR, now you get 8 years in prison”, 
can serve as strong deterrents. Campaigns, including online efforts, should be delivered by trusted local 
actors to avoid stigmatisation of entire communities, and should be backed by sustainable funding and 
communications toolkits for municipalities, police, and civil society organisations. 

Follow the red flags 

In prisons: While radicalisation in prisons has long been recognised as a security challenge—particularly 
since the surge of terrorist attacks in Europe181, correctional facilities also present recruitment opportunities 
for hybrid operations. The case of a Latvian inmate recruited to stage an arson attack illustrates this risk. 
Intelligence-sharing and counter-terrorism networks at the EU level should therefore strengthen monitoring 
of prison communications and investigations into high-risk inmates. The report’s findings suggest that 
the probability of recruitment is likely to increase for non-EU citizens with prior criminal records, particularly 
drug-related offences, and rises significantly in the case of repeat offenders. 

In neobanks: Alongside cryptocurrency transfers182, neobanks—financial institutions operating exclusively 
through digital platforms—are increasingly being used for payments linked to small-scale disruptive 
activities. Their appeal lies in the speed of transfers, the ease of registering accounts across jurisdictions, 

and favourable exchange rates, all of which reduce the visibility of transactions. The report argues for 
closer scrutiny of such suspicious transactions involving neobanks.

On Telegram: Digital communication platforms not currently designated as Very Large Online Platforms 
(VLOPs) under the Digital Services Act183, particularly Telegram, remain central to recruitment and 
coordination. Authorities should strengthen oversight of such platforms, especially those with open APIs. 
Policymakers should also explore a new system of partial designation of high-risk platforms as VLOPs, 
given their impact on the Union’s internal security. Such a designation would trigger stronger oversight, 
reporting mechanisms, and obligations to remove illegal content.

At job-seeking sites: Russian operatives exploit the economic vulnerability of individuals by posting 
fraudulent or suspicious offers on job-seeking platforms, promising “quick and easy” money for minimal 
work. While some cases involve simple scams—charging applicants a small fee with no job ever 
materialising—law enforcement officials interviewed for this report identified several instances in which 
such platforms were used directly for recruitment into Russian operations. Enhanced monitoring of these 
sites is therefore essential. At the same time, job-seeking platforms should be engaged in a dialogue to 
ensure their cooperation in tracking suspicious behaviour.

On the EU borders: There is increased evidence of drones used for smuggling crashing on the territory of 
EU countries bordering Belarus, Russia, and Ukraine.184 Networks involved in smuggling goods—such as 
drugs, guns, counterfeit luxury products or products of limited affordability like excisable goods or pharma 
products—across these borders are at heightened risk of also being recruited for hybrid operations. 
Identifying and disrupting these networks should form part of broader EU counter-hybrid strategies. ●

Limit incentives for organised crime
Build the barriers to business

This report shows that hybrid operations are a natural venue for existing OCGs and a catalyst for 
the  formation of new ones. Once embedded in a community or economic sector, OCGs are hard to 
dislodge: one third of the most threatening networks remain active for over a decade185. Disruption must 
therefore combine operational pressure with reduced business incentives. This requires greater focus on 
disrupting sanctions evasion, illicit trade, and smuggling. Stronger border controls are essential, alongside 
careful product regulation to avoid unintended consequences that drive goods into grey or black markets. 
Evidence shows that the illicit trade – whether in tobacco,186 counterfeit pharmaceuticals, food, cosmetics, 
toys, or chemicals187 – is on the rise across Europe, much of it orchestrated by OCGs.

Communicate the risks of illicit products

Where threat awareness of Russia and other authoritarian states is higher,188 consumers may be more 
receptive to security-framed messaging. Communication campaigns could explicitly link the purchase of 
illicit goods to financing hostile state operations, complementing health and safety warnings with a clear 
national-security rationale. ●
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Strengthen institutional resilience
Tanks are necessary, but spend on resilience

The pledge to reach 5% of GDP on core defence requirements and broader security by 2035 should be 
upheld by all NATO allies. Up to 1.5% of the GDP can be spent outside the “core defence requirements”, 
including resilience, which NATO understands as “the individual and collective capacity to prepare for, resist, 
respond to and quickly recover from shocks and disruptions [...] such as a natural disaster, failure of critical 
infrastructure, or a hybrid or armed attack.” 189 Given the twin threat of the “spook–gangster” and state-owned 
crime–terror nexuses, direct additional funding should be awarded to intelligence services, police, crisis 
management, disaster relief, emergency services, and fire brigades—the front line against hybrid operations.

Support digital infrastructure

The increased funding for the state’s security apparatus must translate into modern monitoring and 
investigative capability, especially in the ever-evolving digital space. With electronic evidence needed 
in  ~85% of investigations,190 authorities require scalable forensics and data-sharing tools. Existing multi-
modal platforms supported under Horizon EU schemes, such as VIGILANT191 can provide a base for EU-wide 
infrastructure that strengthens cross-border cooperation between law enforcement officers, as prioritised 
in the EU Internal Security Strategy,192 and enables early-warning detection of suspicious behaviour before 
crimes occur.

Train, train, train

The complexity and evolving nature of borderless hybrid operations requires close coordination between 
police, intelligence services, and other national institutions responsible for financial crime and fraud. Beyond 
multi-agency and international cooperation, as well as the information exchange and training outlined 
in the EU’s Internal Security Strategy193, greater focus and funding should be directed toward enhancing 
adaptation, innovation, and—crucially—inter-institutional cooperation within member states. Joint training 
programmes should be established that bring together customs officials, Financial Intelligence Units 
(FIUs), counterintelligence officers, and police forces to rehearse response scenarios across the entire 
cycle of hybrid operations—from initial financial flows, through criminal recruitment, to kinetic attacks. 
These  efforts can be facilitated by Europol and integrated into the Preparedness Union’s proposed 
“regular EU exercises to promote comprehensive preparedness”.194 They should also be complemented 
by continuous initiatives to raise situational and threat awareness across all state institutions—including 
ministries of finance, economy, and justice—drawing inspiration from Finland’s total defence concept.195 ●

Institutionalise the nexus 
Induct crime into the proverbial hall of fame

The 2014 “little-green men” and disinformation are rightly seen as core elements of Russia’s hybrid warfare. 
Yet, these are often carried out, as seen in Donbas, by criminals whose role is to undermine the social fabric 
of targeted states and societies. Today, the “spook–gangster” nexus that facilitates sanctions evasion, 
together with the crime–terror nexus that recruits European criminals for kinetic attacks, underscores 
the need to reassess the role of criminal networks in European security strategies. By 2025, organised 
crime is no longer a side issue or “top-up” for rogue regimes; it is an inherent enabler of hybrid warfare 
by Russia, Iran, and North Korea.

Ensure consistent hybrid-threat definitions 

While the EU’s definition includes the focus on both state and non-state actors,196 many national doctrines 
and strategies either completely lack one or fail to account for the increasing role of non-state actors –
such as criminal organisations, ideologically motivated proxies, or profit-driven individuals. These gaps 
create legal loopholes that bolster Russia’s deniability. Update of national and EU frameworks is needed 
for the non-state facilitators of hybrid warfare to be fully recognised, detected, and prioritised. 

Integrate the nexus into EU methodologies 

Regular, science-based risk and threat assessment of current and future policies and regulations – 
as envisaged by Preparedness Union strategy197 should incorporate indicators associated with the state-
owned crime-terror nexus in the areas outlined above, and provide EU-wide, uniform early warning 
mechanism, which can include anomalous financial transactions, cross-border movement patterns, 
membership in suspicious online groups, involvement in smuggling activities, etc. Security considerations 
should not create additional administrative burdens for authorities but instead aim to streamline and 
simplify regulatory frameworks and structures, as envisioned in the strategy.

Change institutional mindset – EU

Current frameworks define hybrid threats primarily through the lens of cyber operations, information 
influence, and proxies but downplaying illicit finance and sanctions evasion – now direct enablers of 
Russia's kinetic operations. At the same time, frameworks linked to illicit finance omit the link to the hybrid 
warfare. For example, the EU Serious and Organised Crime Threat Assessment (SOCTA) primarily treats illicit 
activities as organised crime, missing their use as state instruments. Similarly, European Multidisciplinary 
Platform Against Criminal Threats (EMPACT) targets financial and economic crime operationally, but links 
to hybrid threat responses are uneven across member states. The EU Internal Security Strategy suggests 
strengthening Europol and Authority for Anti-Money Laundering and Countering the Financing of Terrorism 
(AMLA), yet still frames illicit finance mainly as law-enforcement challenge, not as a hybrid-warfare tool.

FIUs, customs authorities, and units fighting OCG should be considered as front-line counter-hybrid 
defenders. This requires systematic integration of financial intelligence into national hybrid-threat 
assessments and taskforces, particularly where IFF intersect with state-directed sabotage. The “ambitious 
overhaul of Europol’s mandate” 198 to span the full spectrum of hybrid threats should be considered as 
the venue to achieve this. Complementarity and mutual support – not duplication and administrative 
burden – will be crucial across EPPO, OLAF, Eurojust, AMLA, and platforms like EMPACT. At the same time, 
monitoring and analytical bodies, including the EEAS EU Hybrid Fusion Cell created to provide strategic 
analysis should elevate illicit finance to parity with cyber and information operations. 

Change institutional mindset – member states

The foreseen broadened mandate of Europol should be matched by legal and strategic reforms at 
the national level. Integrating the state-driven crime-terror nexus into comprehensive conceptual and 
investigative approaches will require changes to national legislation, policies, action plans and strategies 
addressing the hybrid threats, as well as to criminal codes. Participation in illicit trade networks with 
a proven link to state-sponsored sabotage should be classified and, if applicable, prosecuted as a qualified 
criminal offence against national security. Such a reclassification would unlock enhanced investigative 
powers, stricter penalties, and improved inter-agency coordination—tools that are currently unavailable 
under standard criminal statutes. ●
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Public-private cooperation
Create trusted mechanisms

The need for stronger private-sector involvement in supporting national and transnational cooperation 
between security and law enforcement bodies has been highlighted across key EU strategies and 
documents. Where possible, Europol and national authorities should work toward institutionalising such 
partnerships across the Union, moving beyond existing mechanisms focused primarily on anti–money 
laundering.199 As the EFIPPP guidelines for operational cooperation between public authorities and 
financial institutions note, these arrangements are particularly effective in helping state authorities identify 
investigative leads and in “lending” specialist expertise from the private sector. The private sector’s interest 
in protecting legitimate trade, combined with its market insight, agility, and resources often exceeds 
those of public authorities, particularly in terms of scope and cross-border reach. The cooperation should 
consider financial institutions, insurers, and logistics companies, as well as industries heavily affected by 
illicit trade, such as tobacco, alcohol, and pharmaceuticals, where smuggling networks often overlap with 
sanctions-evasion routes. Involving these sectors would both shield European companies from losses 
and provide authorities with additional intelligence on trafficking patterns that Russia exploits to sustain 
hybrid operations.

A real-time alert system

A practical step toward institutionalisation would be the creation of real-time alert systems enabling 
rapid, two-way information flows between state authorities and industry. A secure EU-wide notification 
platform could allow law enforcement, customs, and FIUs to issue timely warnings to companies about 
emerging smuggling typologies—for example, diversion through free zones, fraudulent relabelling of 
goods, or sudden shifts in sanctions-evasion routes. In return, participating firms should be empowered 
and incentivised to contribute their own alerts by flagging suspicious purchase orders, unusual spikes 
in distributor demand, or routing anomalies that suggest diversion. ●

“Geopolitical tensions have created a window for hybrid 
threat actors to exploit criminal networks as tools 

of interference, while rapid technological advancements 
— especially in artificial intelligence (AI) — are reshaping 

how crime is organised, executed, and concealed.” 
⊲ Europol200

Follow the money
Disrupt sanctions evasion

Russia’s circumvention—via third-country relabelling, shadow fleets, and criminal subcontractors—has 
evolved into a core enabler of its hybrid activity in Europe. To remain effective, EU sanctions regime 
should evolve from static listings to network disruption, systematically targeting the intermediaries, 
logistics hubs, and financial enablers that sustain circumvention, and exploiting data analytics to detect 
violations in real time. This requires (1) tightened secondary sanctions on intermediaries in Kazakhstan, 
Kyrgyzstan, the Caucasus, and MENA that knowingly relabel and/or re-export Russian goods; strengthened 

public-private cooperation; and (3) integration of latest technologies. The inter-institutional cooperation 
should be strengthened by a permanent inter-agency structure – Sanctions-Evasion Fusion mechanism 
– involving AMLA, Europol’s EFECC, OLAF, Eurojust, EPPO (where required), the EEAS Sanctions Envoy, 
DG TAXUD, and Member-State FIUs. 

Deploy AI-powered detection systems

The EU should leverage artificial intelligence to detect suspicious spikes in exports of EU-origin goods 
to Russia’s neighbours that are subsequently re-exported to Russia or Belarus. Drawing on customs 
data across the Union, such systems could flag cases where import volumes to Central Asian, Caucasus, 
or  MENA states exceed plausible domestic demand. At the same time, as research suggests, evaders 
are themselves beginning to adopt AI to conceal their activities, making it imperative that the EU deploy 
anomaly-detection tools to stay ahead.201 ●
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